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Trademarks and copyrights

The information contained in this guide is the proprietary and confidential information of Blue Prism Cloud
Limited and/or its affiliates and should not be disclosed to a third-party without the written consent of an
authorized Blue Prism representative. No part of this document may be reproduced or transmitted in any
form or by any means, electronic or mechanical, including photocopying without the written permission of
Blue Prism Cloud Limited or its affiliates.

© 2021 Blue Prism Cloud Limited. “Blue Prism”, the “Blue Prism” logo and Prism device are either
trademarks or registered trademarks of Blue Prism Limited and its affiliates. All Rights Reserved.

All other trademarks are hereby acknowledged and are used to the benefit of their respective owners.

Blue Prism Cloud Limited and its affiliates are not responsible for the content of external websites
referenced by this help system.

Blue Prism Cloud Limited, 2 Cinnamon Park, Crab Lane, Warrington, WA2 0XP, United Kingdom.
Registered in England: Reg. No.8534024.Tel: +44 870 879 3000. Web: www.blueprism.com
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Interact Controller EER4 - February 2021

Interact Controller EER4 The release requires Interact Controller to be this version.

Blue Prism 6.4.3a The release is compatible with the specified version of Blue
Prism version and above.

This release note is for the Evolution Edition Release 4.1, 4.2 and 4.3 releases of Blue Prism Cloud Interact
(Interact) Controller.

For further information regarding Interact and the Interact Controller please see the Interact User Guide.

Important notices

Ensure you have reviewed the upgrade notices for this release.
Release notes

Enhancements
This is the second formal release of the Interact Controller Object.

Blue Prism Cloud Interact provides new and existing Blue Prism users with a collaboration interface for an
end users interaction with their digital workforce within a business process. Initiate, verify, receive and
authorize varied work related to your business processes. In addition, Blue Prism Cloud Interact reduces
the skill criteria required by allowing users to create dynamic web interfaces by using the no-code form
designer.

To support the human/digital worker collaboration capabilities of Blue Prism Cloud Interact, an Object has
been developed which automation developers can call from their processes. This Object enables
developers to update fields in an Interact Form by allowing the changes made by the digital worker to be
fed back via the Interact API.

Fixes and minor improvements
This release of the Interact Controller Object resolves the following issues:.
¢ Individual actions to handle different field elements.
¢ Inclusion for support of Multiline, Radio Groups, Checkboxes and Select elements.

o Added new Raise Submission functionality.
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Upgrade notices

Install the required Blue Prism artifacts for Interact Controller

To install the Object import the Utility - BPC - Interact Controller v2.9 release file into your version of
Blue Prism. The release contains the following artefacts:

o Utility - BPC —Interact Controller
o Utility —-HTTP

o Utility -JSON

e Utility — Strings

e Four environmental variables

The release is available to download from the Blue Prism Product Portal —login required. Unzip the file
before importing.

Installation

Within the installation package there are two artefacts:
e This document
¢ A Blue Prism Release for BP version 6.4.3a.

Toinstall the Object import the ‘bprelease’ file into your version of Blue Prism. The release contains the
following artefacts:

o Utility — BPC —Interact Controller;
o Utility —-HTTP;

o Utility —JSON;

o Utility — Strings; and

e Four Environmental Variables.

After the release has beeninstalled see the configuration Section on how to configure and utilize the
Object.
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Configuration

The Interact Controller is a Business Object that has been produced by Blue Prism Cloud to simplify the
interaction between Interact and Blue Prism Design Studio.

The Business Object utilizes Environmental Variables to control its operation. It makes available a number
of actions which can be provided with a data item as an input along with the submission ID (Request ID) to
identify the Interact submission and field that it will be updating. There are no outputs from the Interact
Controller though there is exception handling should an error occur during processing.

There are four Environmental Variables that need to be established to operate the Interact Controller,
these are:

e EV-Interact-API-Key;
e EV-Interact-API-Username;
e EV-Interact-API-Password; and
o EV-Interact-API-URL.
The first three of these Environmental Variables are obtained when the APl is set up within Interact.

The image below shows the API that has been established for our example process.

Blue Prism Cloud Interact

Api management

mainap SlcretiPasimind ASTCOTIMBAESBSDINEMESESIAEISICSEr 0 I
CADDSGCIEZI5492B543123F D

The same API can be used by multiple processes.
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blueprism

The last Environmental Variable the ‘EV-Interact-API-URL’ is the URL used to access the Interact Web
Server.

The Environmental Variables are set in the System area of Blue Prism as illustrated below.

» T - o x
Fome Studio Cantrol Feleases System

Histary -
External

@) Add Variable
(@) Remove Variable

(@) find Retererces

Name Type Description Value

SOAF Web Services

Ev-interact-API-Key Test This Is the Interact areated AR key, t.. | AFTCOTOI 152C3E1 o

Fa
M‘ - Web APt Services
-

Connectian Settings
Exception Types

Skills

EV-Interact-API-Password
EV-nteract-APLURL

E-interact- AP Usemame

Fassword

Test

This is the Interact created AP passw.. | ew

This is the Interact URL

This is the Interact API usemame

httosigbaztrmg01

Management mainapi

= L Resources Ev-Orchestrator-EndfDay Time

End of Day time check for the Orche.. | 1100200 M
1l Pooks
Management Fath - Dats Test This is where colbect da..| €A

i Data Gateways

Path - |AD Training Text Biuse Prism Cloud's Training Applicati.. | C5L:

Settings
% i Configuration Fath - Orchestration Global V.. | Test This is where all the i - | CAL:
&[5 WorkTiow
Work Queues
Environment Locks
Security
] Users
User Rales
Sign.an Sattings
Credentials
Encryption Schemes
BL7 dudit
Process Logs
Object Logs
Audit Logs
Statistics
Aerts
Design Cantral
Eof Sptem
Settings
License
Archiving
Scheduler
Calendar
Fonts

=} Reparting Apply
Wark Quewe Snapshots

Data Items are then set changing the exposure to the ‘Environment’ setting and selecting the appropriate
Environment Variable from the dropdown.

@ Data Properties

MName:

Description:

EY-Interact-4P-Passward
EY-Interact-4P-HJRL
EY-Interact-4P-Jsemame
EY-OrchestratorEnd0fDay
Path - Data
Path - 1ADA Training

Data Type Path - Orchestration Global Y ariables Directary _
. Text items are used to store

Initial Value AS7CO70318A1ESB5D333604E6E51ARS192CIE1CEDDSECOE2E5492B543123FD alphanumeric data.

Ex ) : ) . This information may be
posure | Enwironment - Read the comesponding Environment Variable from System Manager ~ | names, addresses, telephone

numbers, etc.

Current Yalue

Visibility Hide from other pages in the process

Initialisation Reset to Initial Value whenever this page runs

ok || cancel
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Operation

The Interact Controller butoperates in on a per element basis so that the developer can update specific
fields whilst ignoring others that do not need updating. It operates for each element in a similar way which
is:

¢ Obtaining a Bearer Token Header to enable authentication with the Interact APl service.
e Obtainthe process submission details using the Request ID.

e Then updating the process submission using the Request ID and the data item fed into the Interact
Controller.

Bearer Token

The API connection is used to get bearer authentication from Interact. Bearer authenticationis an HTTP
authentication scheme that involves security tokens called bearer tokens. The name “bearer
authentication” can be understood as “give access to the bearer of this token.” The Bearer Tokenis a
cryptic string, usually generated by the serverin response to a login request

This Bearer Token is then used as authorization to retrieve and update information in Interact.

The Bearer Token has a limited time span, which is 15 minutes. If the retrieval and update doesn’t
complete within this period, a new Bearer Token will be required.

Get Process Submission by Request ID

This part of the business object uses the Bearer Token as authentication and the Request ID to retrieve
from Interact the submission data and form structure. This is returned in a raw JSON format.

Update Process Submission by Request ID

The final part of the business object takes the raw JSON that has been retrieved, reformats it into an
acceptable JSON, updates the value that is being requested to be changed using the Data item that has
been submitted and then posts the updated information back into Interact.

Configuring the Interact Controller

To utilize the Interact Controller in your automations. Add a new Action to your process and select from the
drop down the ‘Action’ from the ‘Utility — BPC — Interact Controller’ that you wish to use.

There are 12 actions that can be called from the Object. These are:
e Raise Submission to Inbox
e Update Checkbox Single and Multiple
e Update Date
e Update Email Address
e Update Multiline
e Update Number Field
e Update Password
e Update Radio Group
e Update Select
e Update Text Area
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e Update Text Field
e Update Time

The parameters that need to be configured are illustrated in the following sections for each of these
actions.

The ‘_requestld’ is the key parameter to link the update to the Interact submission ID.

Object Actions
The following sections detail the Object actions and their associated parameters:
e Raise Submission to Inbox
e Update Checkbox Single and Multiple
e Update Date
e Update Email Address
e Update Multiline
e Update Number Field
e Update Password
e Update Radio Group
e Update Select
e Update Text Area
e Update Text Field
e Update Time
A few considerations should be adhered to when using the actions.

¢ When submitting a form with hidden fields, a value must be sent back to the hidden fields. Since
there is not a way to find out whether the field is hidden or not in the JSON, default values are given
to blank fields that are not checkboxes, radio buttons and select boxes. The following values are
sent by defaults from the object:

o TextField —“Default”
o Text Area—"Default”
e Password - “Default”
e Date-"0001/01/01"
e Time-00:00:00

e Number-0

e |f you submit a form with hidden file upload and image upload that have empty values, this will
throw also an error and will not allow any other fields to be updated. These fields must be populated
even when hidden.
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Raise Submission to Inbox

This action creates a new submission in an individual's inbox within Interact, this could be the existing user
or an alternative user. Raising a submission puts the submission in the inbox but does not submit the
submission to Blue Prism for processing.

To raise a submission, a submission ID is required as an input to this action. Therefore, you can’t raise a
new submission, it is moving an existing submission either back to the original submitter or a new submitter
for the next part of the process.

The action itself does not require field values as an input. It just takes the existing submission and places in
the user’s inbox, for them to update and resubmit as required.

You can update values to a submission first, using update actions, and then use raise submission to send it
to another user.

e |nputs

e UserID —this is the User ID of the person who's inbox the submission is going to. This
information is available is the Users settings when logged into Interact as an administrator. It
has to be retrieved manually, there is no API call to retrieve this information.

e RequestID —current submission ID. Retrieved manually or from the queue item.

o Key—the API key generated during setup of the API, configured as an environment variable.
o Username —for the API configured, configured as an environment variable.

e Password —for the API configured, configured as an environment variable.

e URL —-the URL to the web server where Interactis installed, configured as an environment
variable.

e QOutputs
e oNew Request D —the new ID of the submission after being moved to user’s inbox.

The image below displays the properties of the Raise Submission to Inbox action.

@ Action Properties 7 - O X

Business Object | Uity - BPC - Inferact Controller ML i Jar
Action [ Raise Submission to Inbox v ‘ [Crage  [AData Type
Inputs  Outputs  Condtions [ view Al items
Name Data Type Value Binaries
‘ ] Collections
Dates
Request ID Text
DateTimes
Key Text Flags
Password Password Images
URL Text Numbers
Passwords
Username Text Text
Times
TimeSpans
Stage logging: .EII'I:I! only vl [[] Dont log parameters on this stage
Warning threshold: System Defaut | Number of minutes 5 2] (0todisable) ok ][ Cancel
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Update Checkbox Single and Multiple

The update Checkbox Single and Multiple action allows the digital worker to update checkbox elements
within a specified submission.

e |nputs
e Request|D —the submission ID. Retrieved from the queue item.

o Key—the API key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —for the API configured, configured as an environment variable.

o URL—the URL to the web server where Interact is installed, configured as an environment
variable.

e Field Name —this matches to the ‘Name’ value within the Interact form designer thatis used to
recognize the element. This is not the ‘Label’ field which is a title.

¢ Field Value —the new value for the element being updated within the Interact submission.
When updating multiples, the values should be separated by a comma. This is not free text
but must match the values you set in the Interact form designer.

The image below displays the properties of the Checkbox Single and Multiple action.

@ Action Properties ? — a X

Business Object [Usiay - BPC - Iteract Controller «| @ Grou:
Action [ Update Checkbox Single and Multiple v ‘ [Jrage [ Data Type
Inputs  Outputs  Conditions ] view Al items
Name Data Type Value . Binaries
| | Collections
' - Dates
Key Text
DateTimes
Password Password Flags
URL Text Images
Username Text Numbers
Passwords
Field Name Text  Text
Field Value Text Times
. TimeSpans
Stage logging: Ermors only V_DDontbgpaandemunlﬁsdage
\tfarning threshold: [ System Default | Number of minutes 5 +| (0todisable) [ 0K ' Cancel
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Update Date

The update Date action allows the digital worker to update date elements within a specified submission.

e |nputs
e Request ID —the submission ID. Retrieved from the queue item.

o Key —the APl key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —forthe API configured, configured as an environment variable.

e URL-the URL to the web server where Interact is installed, configured as an environment
variable.

e Field Name —the name given within the Interact form that is used to recognize the element.

e Field Value —the new value, which is a text value, for the element being updated within the
Interact submission and must be in the format ‘YYYY/MM/DD’.

The image below displays the properties of the Date action.

[ Action Properties ? - [m] X
Mame: Utility - BPC - Interact Controller:: Update Date
Description:
Business Object | Ukilty - BPC - Interact Controller @ [erou:
Action ‘ Update Date ~ ‘ [Orage Data Type
Inputs  Outputs  Conditions [Jview Al items
MName Data Type Value . Binaries
| - Collections
. Dates
Key Text
- DateTimes
Password Password - Flags
URL Text - Images
Usermname Text Numbers
- Passwords
Field Name Text Text
Field Value Text - Times
TimeSpans
Stage logging: [[] Dont log parameters on this stage
‘wiarning threshold: Number of minutes (0 to diszble) | oK | | Cancel
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Update Email Address

The update Email Address action allows the digital worker to update Email elements within a specified
submission.

e |nputs
e Request|D —the submission ID. Retrieved from the queue item.

o Key—the API key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —for the API configured, configured as an environment variable.

o URL—the URL to the web server where Interact is installed, configured as an environment
variable.

¢ Field Name —the name given within the Interact form that is used to recognize the element.
¢ Field Value —the new value for the element being updated within the Interact submission.

The image below displays the properties of the Email action.

@ Action Properties ? - ] X

Mame: Lkility - BPC - Interaci Controller:: Update Email Address
Description:

Business Object |Uaity - BPC - Interact Controller VO o
Action [ Update Email Address v ] [Jrage Data Type
Inputs  Outputs  Condiions [ view All ltems
Name Data Type Value Binaries.
| | Collections
K Text - Dates
ex
= -~ DateTimes
Password Password - Flags
URL Text — Images
Username Text — Numbers
-~ Passwords
Field Name Text -~ Text
Field Value Text Times
TimeSpans
Stage logging Ermors only V_DDontbgpaarmaﬂmﬂﬁiage
\tfarning threshold: [ System Default v Number of minutes 5 =] (0todisable) [ 0K ' Cancel
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Update Multiline

The update Multiline action allows the digital worker to update Multiline, or table elements within a
specified submission.

When updating a Multiline element, a collection is required. This collection is called from the Table
Replacements collection. The Multiline collection must match the Multiline element that is configured in the
Interact Form.

The following applies:
e Multiline elements can be updated if an input is sent to the Multiline replacements collection.

¢« When defining the Multiline in the form designer within Interact, you need to ensure that the Multiline
columns have different names.

e The collection you are sending in must match the columns of the Multiline Table Replacements
collection.

o Name (text) is the “name” of the field, not the label. This is unique for each field. A label is not
necessarily unique.

e The values (Table Replacement collection):
e Eachfield in this collection must have the same name as the columns on the Multiline.

e Eachrow represents a row of the Multiline to update. The values are free text.

e Empty Multiline elements cannot be updated. Only Multiline elements that have values in them
already can be updated.

e Any values sent override the whole Multiline. So, if the current Multiline has 3 rows, and the values
input collection has 2 rows, the previous Multiline will be overridden with these 2 rows.

e |nputs
e Request ID —the submission ID. Retrieved from the queue item.

e Key —the APl key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —forthe API configured, configured as an environment variable.

o URL-the URL to the web server where Interact is installed, configured as an environment
variable.

e Table Replacements —this is the collection with the new data that will be entered into the
Multiline element within the designated Interact submission.
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The image below displays the properties of the Multiline action.

@ Action Properties ? - O X

Name:

Business Object | Uity - BPC - Interact Controller v @ o
Action I Update Multiline v ‘ [Crage [ Data Type
Inputs  Outputs Conditions [ view Al items
Name Data Type Value Binaries
‘ | =] @ Collections
o Dates
Key Text
DateTimes
Password Password Flags
URL Text Images
Username Text - Nombers
[+ Passwords
Table Replacements Collection © Text
Times
TimeSpans
Stage logging: .Em only v [[] Dont log parameters on this stage
Warning threshold: [System Defat B Nuriber of minubes 5 2] (Otodisable) [ ok || Cancel

The image below illustrates the Replacements Collection with a Multiline element defined.

& Collection Properties ? - [m] X

Mame:

Description:

Fields Initizl Values Current Values
MName (Text) Walue (Collection)
multiline- 1611067801824 Row 10of 2

E
: 2

Reset to Initial Value whenever this page uns Hide from other pages in the process | Single Row

Cancel
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The Multiline or value collection is illustrated below.

# Collection Properties ?

Fields Initizl Values Current Values
columnDefinition1 (Text) columnDefinition2 (Text)
Harry Potter
Fon J il Woasey |=]
| AddRow |
| Remove Row |
Reset to Intial Value whenever this page runs Hide from other pages in the process Single Row
| Concd

These image directly above correlate to the following image, which is the Interact form from where the
Multiline element has been called from. The Name of the element, red box, matches the name within the

Replacements Collection, which calls the Value collection. The columns names, green boxes, are defined
within this Value collection, that match the column names in this collection.

—
Muttiling

Label = Muiiine
Help Text
[ Purge upon submission

Class | space separated classes

I Name muliline-1611067501884 I

Columns Column name 1 columnDefinition1

Column name 2 columnDefinition2 x

Add Column +
Close
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Update Number Field

The update Number action allows the digital worker to update Number elements within a specified
submission.

e |nputs
e Request|D —the submission ID. Retrieved from the queue item.

o Key—the API key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —for the API configured, configured as an environment variable.

o URL—the URL to the web server where Interact is installed, configured as an environment
variable.

¢ Field Name —the name given within the Interact form that is used to recognize the element.
¢ Field Value —the new value for the element being updated within the Interact submission.

The image below displays the properties of the Number action.

[ Action Properties ? - [m] X
Mame: Utility - BPC - Interact Controller:: Update Number Field
Description:
Business Object ‘Util'rty- BPC - Interact Controller - ‘ o Group:
Action ‘ Update Mumber Field ~ ‘ [Orage Data Type
Inputs  Outputs  Conditions [Jview Al items
MName Data Type Value . Binaries
| - Collections
. Dates
Key Text
- DateTimes
Password Password - Flags
URL Text - Images
Usermname Text Numbers
- Passwords
Field Name Text Text
Field Value Text - Times
TimeSpans
Stage logging: [[] Dont log parameters on this stage
‘wiarning threshold: Number of minutes (0 to diszble) | oK | | Cancel
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Update Password

The update Password action allows the digital worker to update Password elements within a specified
submission.

e |nputs
e Request|D —the submission ID. Retrieved from the queue item.

o Key—the API key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —for the API configured, configured as an environment variable.

o URL—the URL to the web server where Interact is installed, configured as an environment
variable.

¢ Field Name —the name given within the Interact form that is used to recognize the element.
¢ Field Value —the new value for the element being updated within the Interact submission.

The image below displays the properties of the Password action.

[ Action Properties 7 - (m] X
Mame: Utility - BPC - Interact Controller::Update Passwond
Description:
Business Object | Ukiity - BPC - Interact Controller | @ erou:
Action ‘Updaie Password "I [Jrage [ Data Type
Inputs | Qutputs  Condtions [ view Al items
Name Data Type Value . Binaries
] | - Collections
Dates
Key Text
DateTimes
Password Password Flags
URL Text Images
Username Text Numbers
Passwords
Field Name Text Text
Field Value Password - Times.
- TimeSpans.
Stage logging: Emors only v‘l:lDonllugpaardﬁv.mllisﬂage
\Warning threshold: System Default | Number of minutes [ 2] (0todisable) oK Cancel
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Update Radio Group

The update Radio Group action allows the digital worker to update Radio Group elements within a
specified submission.

e |nputs
e Request|D —the submission ID. Retrieved from the queue item.

o Key—the API key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —for the API configured, configured as an environment variable.

o URL—the URL to the web server where Interact is installed, configured as an environment
variable.

¢ Field Name —the name given within the Interact form that is used to recognize the element.

¢ Field Value —the new value for the element being updated within the Interact submission. This
is not free text but must match the values you set in the Interact form designer.

The image below displays the properties of the Radio Group action.

@ Action Properties ? - ] X

Business Object Uity - BPC - Interact Controller v| @ crou:
Action |Updehe Radio Group V| [Jrage [ Data Type
Inputs  Qutputs  Conditions [ view All items
Name Data Type Value Binaries
| | (- Collections.
- Dates
Key Text
- DateTimes
Password Password - Flags
URL Text Images
Username Text & Numbers
(4] Passwords
Field Name Text - Text
Field Value Text - Times
- TimeSpans
Stage logging: Emonly V.DDm'llogpammetm on this stage
\Warning threshold: Sy!em Default | MNumber of minutes 5 = ] {0 to disable) oK Cancel
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Update Select

The update Select action allows the digital worker to update Select elements within a specified
submission.

e |nputs
e Request|D —the submission ID. Retrieved from the queue item.

o Key—the API key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —for the API configured, configured as an environment variable.

o URL—the URL to the web server where Interact is installed, configured as an environment
variable.

¢ Field Name —the name given within the Interact form that is used to recognize the element.

¢ Field Value —the new value for the element being updated within the Interact submission. This
is not free text but must match the values you set in the Interact form designer.

The image below displays the properties of the Select action.

@ Action Properties 7 - O X

Business Object | Uity - BPC - Iteract Controller ML i B
Action [ Update Select v ‘ Crage [ Data Type
Inputs  Outputs  Conditions [ view il items
Name Data Type Value Binaries
‘ ] | - Collections
K Text o Dates.
ex
= DateTimes
Password Password Flags
URL Text Images
Username Text - Numbers
+ Passwords
Field Name Text & Text
Field Value Text Times
TimeSpans
Stage logging: Emors only « []Dont log parameters on this stage
\Warning threshold: | System Defaut ~| Number of minutes 5 2| (Otodisable) [ ok || Cancel
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Update Text Area

The update Text Area action allows the digital worker to update Text Area elements within a specified
submission.

e |nputs
e Request|D —the submission ID. Retrieved from the queue item.

o Key—the API key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —for the API configured, configured as an environment variable.

o URL—the URL to the web server where Interact is installed, configured as an environment
variable.

¢ Field Name —the name given within the Interact form that is used to recognize the element.
¢ Field Value —the new value for the element being updated within the Interact submission.

The image below displays the properties of the Text Area action.

i} Action Properties ? - O X

Business Object |Ubiy - BPC - Ineract Controller | @ Grow:
Action [ Update Text Area ~ | [ rage [ Data Type
Inputs  Outputs  Conditions [ view All ttems
Name Data Type Value Binaries
| [ | | @ Collections
¢ Text o Dates
= = - DateTimes
Password Password -Flags
URL Text - Images
Username Text G- Numbees
- Passwords
Field Name Text ) Text
Field Value Text -Times
TimeSpans
Stage logging: Emors only v [[] Dont log parameters on this stage
‘Warning threshold: System Default -] Number of minutes 5 = {0 to disable) [ OK 11 Cancel
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Update Text Field
The update Text action allows the digital worker to update Text elements within a specified submission.

e |nputs
e Request ID —the submission ID. Retrieved from the queue item.

o Key —the APl key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —forthe API configured, configured as an environment variable.

e URL-the URL to the web server where Interact is installed, configured as an environment
variable.

e Field Name —the name given within the Interact form that is used to recognize the element.
e Field Value —the new value for the element being updated within the Interact submission.

The image below displays the properties of the Text action.

@ Action Properties ? — a X

Business Object | Uty - BPC - Interact Controller ~] @ Grow:
Action [ Update Text Field ~ I [ rage [AData Type
Inputs  Outputs Conditions [ view All items
Name Data Type Value Binaries
‘ | [+ Collections
K Text I_ - Dates
ex
= — DateTimes
Password Password Flags
URL Text ~ Images
Username Text - Numbers
[+ Passwords
Field Name Text - Text
Field Value Text Times
TimeSpans
Stage logging: .Emoﬂy V:DDontlogpaardelsmlﬁssﬂage
Viaring threshold: | System Defauit | Number of minutes 5 12|  (Qtodisable) ok || Cancel
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Update Time

The update Time action allows the digital worker to update Time elements within a specified submission.

e |nputs
e Request ID —the submission ID. Retrieved from the queue item.

o Key —the APl key generated during setup of the API, configured as an environment variable.
e Username —for the API configured, configured as an environment variable.
e Password —forthe API configured, configured as an environment variable.

e URL-the URL to the web server where Interact is installed, configured as an environment
variable.

e Field Name —the name given within the Interact form that is used to recognize the element.

e Field Value —the new value for the element being updated within the Interact submission This
must be a text value and in the format ‘hh:mm:ss’.

The image below displays the properties of the Time action.

B Action Properties ? - [m] X
Mame: Litility - BPC - Interact Controller:: Update Time
Description:
Business Object |ty - BPC - Interact Controller v O o
Action ‘ Update Time v ‘ [Jrage Data Tvpe
Inputs  Outputs  Conditions [ view Al items
Name Data Type Value Binaries
| - Collections
. Dates
Key Text
- DateTimes
Password Password - Flags
URL Text - Images
Username Text "~ Numbers
Passwords
Field Name Text - Text
Field Value Text Times
- TimeSpans
Stage logging: [[] Dont log parameters on this stage
‘warning threshold: Number of minutes (0 to diszble) | 0K | | Cancel
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Interact Controller EER4 - April 2020

Interact Controller EER4 The release requires Interact Controller to be this version.

Blue Prism 6.4.3a The release is compatible with the specified version of Blue
Prism version and above.

This release note is for the Evolution Edition Release 4.1, 4.2 and 4.3 releases of Blue Prism Cloud Interact
(Interact) Controller.

Important notices

Ensure you have reviewed the upgrade notices for this release.

Release notes

Enhancements

This is the first formal release of the Interact Controller Object.

Blue Prism Cloud Interact provides new and existing Blue Prism users with a collaboration interface for an
end users interaction with their digital workforce within a business process. Initiate, verify, receive and
authorize varied work related to your business processes. In addition, Blue Prism Cloud Interact reduces
the skill criteria required by allowing users to create dynamic web interfaces by using the no-code form
designer.

To support the human/digital worker collaboration capabilities of Blue Prism Cloud Interact, an Object has
been developed which automation developers can call from their processes. This Object enables
developers to update fields in an Interact Form by allowing the changes made by the digital worker to be
fed back via the Interact API.

Fixes and minor improvements
N/A —This is the first formal release of the Interact Controller Object.
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Plugin updates

A number of plugins are provided in a Blue Prism Cloud release — new and/or updated plugins are listed
below.

Updated plugins

As part of this release all existing plugins have been updated to support a new form structure that has
beenintroduced. New plugins also support this new structure.

New plugins

Plugin Description

Live Access Live Access allows operators to access their digital workforce from within Hub.
Users can browse to Hub and from there launch Live Access to the required
digital worker. There are two modes available:

e View—User can only watch what is happening.

e Control - Allows users to interact and perform routine maintenance on the
digital worker. Live Access relies on Virtual Network Computing (VNC) to
operate and a certificate is required to be installed on the client’'s web
browser to ensure a secure connection from a trusted source.

Upload The Upload Plugin function is Blue Prism Cloud’s start to open Hub to allow
users to build and install their own plugins.
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Upgrade notices

Install the required Blue Prism artifacts for Interact Controller

To install the Object import the Utility - BPC - Interact Controller v0.04 release file into your version of
Blue Prism. The release contains the following artefacts:

o Utility - BPC —Interact Controller
o Utility —-HTTP

o Utility -JSON

o Utility — Strings

e Four environmental variables

Installation

Within the installation package there are two artefacts:
e This document
e A Blue Prism Release for BP version 6.4.3a.

To install the Object import the ‘bprelease’ file into your version of Blue Prism. The release contains the
following artefacts:

o Utility — BPC —Interact Controller;
o Utility —-HTTP;

o Utility —JSON;

e Utility — Strings; and

e Four Environmental Variables.

After the release has been installed see the configuration Section on how to configure and utilize the
Object.
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Configuration

The Interact Controller is a Business Object that has been produced by Blue Prism Cloud to simplify the
interaction between Interact and Blue Prism Design Studio.

The Business Object utilizes Environmental Variables to control its operation, it requires a Collection as an
input along with the submission ID (Request ID) to identify the Interact submission that it will be updating.
There are no outputs from the Interact Controller though there is exception handling should an error occur
during processing.

@ Action Properties ? — O Py
Mame:
e _
Business Object | Utility - BPC - Interact Controller ~ @ crouw:
Lction |Contrnller - | [JPage Data Type
Inputs  Outputs  Condttions [ View All ltems
Name Data Type Value . Binaries
Reguest ID Text [Data._requestld] [#- Collections
: - Dates
Replacements Collection [Replacements]
- DateTimes
APl Key Text [EV-Interact-API-Key] - Flags
APl Username Text [EV-Interact-APIl-Username] - Images
AP| Password Paszword [EV-Interact-API|-Password] -~ Numbers
[EV-Interact-API-URL] P rds
Intera -
[+ Text
- Times
- TimeSpans
Stage logging: | Emors only W | [ Dont log parameters on this stage
Warning threshold: | System Defaut v|  Number of minutes 5 2| (0todisable) [ ok ]| cance |

There are four Environmental Variables that need to be established to operate the Interact Controller,
these are:

e EV-Interact-API-Key;

e EV-Interact-API-Username;

e EV-Interact-API-Password; and
e EV-Interact-API-URL.

The first three of these Environmental Variables are obtained when the APl is set up within Interact.
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The image below shows the API that has been established for our example process.

Saarch

Api management

D~ Usemame Pazswerd Ky
& maiap SlcratiPasswind ASTCHTIMBAIESBSDIEMESES 1AM SUCSET " |.-|.|l
CRDDSGCIEZISAT2B543123F T

The same APl can be used by multiple processes. Though it is recommended that a separate APl is
used for each digital worker to ease communication, rather than all digital workers talking to one
interface.

The last Environmental Variable the ‘EV-Interact-API-URL’ is the URL used to access the Interact Web
Server.

The Environmental Variables are set in the System area of Blue Prism asillustrated below.

> 7 R e
Home Studio Contral Analytics Releases System

Ohjects - Environment Variables

Histary -
External Mame Type Description Value (S Add Variable

@ Remove Variable
(@ find Ricterences

2 SOAP Web Services
M [ Wil AP Services EW-Interact-AP-Key Test This Is the Interact created AP key, t.. | ABTCOT03184 AE3192C9E1 CEDD5EC o

Conne n Settings Ev-Interact-AP-Password Fassword This 15 the Inferact created AP passw.. ssssssssssssnss
Excephian Types

EV-intersct 451 URL Test Thiz is the Inberact URL hitpsyighactrimg1
= skills

Management E-interact- AP Usemame Test This is the Interact API usemame mainapi

& & Resources EV-Orchestrator-EndCiDay Time End of Day time check far the Orche.. | 11:0000 P

I I Poats
Management Path - Data Text This is where collect da. | €L
= i Data Gateways
Settings
L= Configuration Path - Orchestration Global V.. | Text This is where a1l the i . | C
I Workfiow
Work Queues
\\ Environment Locks
3 =7 secrity
— Users
User Rales
Sign-on Settings
Credentials
Encryption Schemes
=L audit
Process Logs
Object Logt
Audit Logs
Statistics
Merts
Design Cantral
o Gptem
Settings
License
Archining
Scheduler
Calengar
Fonts

Path - 1ADA Training Tast Biuse Prism Cloud's Training Applicsti.. | CAUsers\Trai

(- Reparting Apply
‘Wark Cueue Snapshots
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Data Items are then set changing the exposure to the ‘Environment’ setting and selecting the appropriate
Environment Variable from the dropdown.

B Data Properties

EY-Interact-4P|-Pazsword
EM-Imteract-aP-URL
EM-Interact-4P-Jsemanme
E-Orchestratar-EndOiDay
Path - Data
Path - A0 Training

Data Type Path - Orchestration Global Yanables Directory _

Text items are used to store

Initial Value AS7CO70318ATESBSD333604E6ES1ABS192CIE1CEDDSECOEZB5492B543123FD - alphanumeric data.
Exposure | Environment - Read the comesponding Environment Variable from System Manager ~ | E&Mm£:ﬂ|ﬁmm
numbers, etc.
Current Value
Visibility Hide from other pages in the process
Initialisation Reset to Initial Value whenever this page uns
ok || cancel
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Operation

The Interact Controller has three distinct sections detailed below but in summary are:
o GetBearer Token Header
o Get Process Submission by Request ID

e Update Process Submission by Request ID

Bearer Token

The API connection is used to get bearer authentication from Interact. Bearer authenticationis an HTTP
authentication scheme that involves security tokens called bearer tokens. The name “bearer
authentication” can be understood as “give access to the bearer of this token.” The Bearer Tokenis a
cryptic string, usually generated by the serverin response to a login request

This Bearer Token is then used as authorization to retrieve and update information in Interact.

The Bearer Token has a limited time span, which is 15 minutes. If the retrieval and update doesn't
complete within this period, a new Bearer Token will be required.

Get Process Submission by Request ID

This section of the business object uses the Bearer Token as authentication and the Request ID to retrieve
from Interact the submission data and form structure. This is returned in a raw JSON format.

Update Process Submission by Request ID

The final part of the business object takes the raw JSON that has been retrieved, reformats it into an
acceptable JSON, updates any values that have been changed using the ‘Replacements’ Collection that
was created when the data was extracted from Excel and then posts the updated information back into
Interact.

Configuring the Interact Controller

To utilize the Interact Controller in your automations. Add a new Action to your process and select from the
drop down the ‘Controller’ from the ‘Utility — BPC — Interact Controller’.

The parameters that need to be configured are illustrated in the diagram below.

@ Process Studio - Eat - AD thCo
Fle Edt View Toos Debug Help

HE %6 & 6-0- [ Zom 0% - @ Q Segoell <0 -8 1 uM-

b - 11 52 (2 23 2 [B Okrors | P oo g3 [@IT - FindTeat - % & Dependencies

[EV-Ineract AP1-Key]

[EV-Intersct APl Usemame]
uuuuu

[EV-Inersct-APL-Passvord]
[EV-Interact 4P1.UF RY

El

~|  [JDentlog parameters onttis stage:

¢ [SeenDdEl v Nembercimnies 5 5] Oudue e =

The ‘_requestld’ is the key parameter to link the update to the Interact submission ID.
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The replacements collection is the list of items you want updating in the Interact Form. This is a collection
that contains two fields, Name and Value.

The Name field is the name used within the Interact Form, the Value is the new value you intend to replace
into the Interact Form.

B Collection Properties

Mame: Replacements|

Description:

Fields Initial Values Current Values

Mame Type Description Fields Fields:

e Tes
Walue Text

Reset to Initial Value whenever this page runs Hide from other pages in the process [ Single Fow

[ ok ] canca |

For further information regarding Interact and the Interact Controller please see the Interact User Guide.
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